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Abstract- The biggest issue for the data over internet world 

is the security of information is the. The meaning of security 

is to protect the information from the unauthorized person 

or hackers. In general, the data security cryptography 

techniques are RSA, DSA and hashing algorithm such as 

SHA, MD5 and RIPEMD-160. The Parameterized Hash 

Algorithms (PHAL) was proposed dedicated hash algorithm 

and designed as an answer for weaknesses of MD/SHA hash 

function family. The attacks on well-known and widely used 

hash functions motivate us to design of a new security 

technique and main contribution of proposed work is to 

provide security for data over internet. In this paper, we 

proposed a hybrid of ECC and PHAL algorithms for 

encryption and decryption. The public key and the private 

key of ECC are used in PHAL algorithm. When ECC is 

hybrid with PHAL, the strength of security is improved 

significantly. Such combination takes very less time in 

encryption and decryption in comparison of RSA-SHA 

combination. Therefore, the proposed method improves the 

strength of encryption as well as improves the speed of 

processing. By using the proposed method, the time attack 

can be prevented effectively in chipper data (data that has 

no meaning) and avoiding the danger of eavesdropping of 

private keys. This scheme is effective, secure, and easy to 

implement for wired/wireless networks. All the mechanisms 

thoroughly discussed in this paper, proved to work well 

together and provide the needed security in any 

environment.  

 

Keywords: Network design, Security, ECC, PHAL, 

Encryption, Decryption. 

 

 

1. Introduction   

The evolution of wireless networking has raised some 

most unique and compelling issues. The important and 

biggest issue is security. Security becomes very 

critical with the increasing possible numbers of 

attacks. Electronic Commerce (EC) has been 

expanding rapidly in quality and quantity since it 

started on the internet. The reason is that, it can be 

done by increasing the reliability of EC with the new 

development of security technique. The SSL, a 

Security Socket Layer, which is currently used in EC 

is being considered the only stable access to internet 

during the transportation, but it can hardly ensure the 

problem of information security. Information security 

is concerned with the confidentiality, integrity and 

availability of data regardless of the form the data may 

take: electronic, print, or other forms [1].  Such a 

protocol is related directly to cryptography for 

security and consists of an asymmetric key algorithm, 

RSA for authentication and non-repudiation, DES for 

the message confidentiality, Hash algorithm and SHA 

for message integrity. But the disadvantage of the 

suggested protocol is that the speed of processing is 

slow because of long key size. From the standpoint of 

this, elliptic curve cryptosystem (ECC) technique is 

very important for cryptography. In this paper, we 

propose a new method for encryption and decryption 

of data, which uses hybrid of ECC and PHAL [2]. The 

proposed method improves the strength of encryption 

as well as improves the speed of processing. The 

public key and the private key of ECC are used in the 
PHAL algorithm. For PHAL hash algorithm, a similar 

approach was chosen. Additionally, the number of 

rounds was added as a parameter [3]. The design goals 

of PHAL algorithm are determined as follows: 

¶ Hash size should be 256 bits of length. 

¶ Its iteration structure should have resistant 

against known attacks against the MD-type 

structure. 

¶ Its structure should have resistant against the 

known attacks. 

¶ Its structure should have parameterized, to 

reach flexibility between performance and 

security. 

Therefore, the digital envelope used in the existing 

ASEP protocol can be removed by the ECC and 

PHAL algorithm, which simplifying the complexity of 

dual signature. The rest of the paper is organized as 

follows. In section 2, literature review of previously 

related theory, in section 3, cryptanalysis and security 

related issues are described and section 4 presents the 

proposed algorithm using hybrid of ECC and PHAL 

algorithms. Section 5 shows the experimental results 

and performance comparison of proposed method with 

RSA, ECC and, SHA-RSA. 

 

2. Literature Review 

In the recent years, vigorous research has been carried 

out in analysis of security, encryption and decryption. 

Although, different technologies have been devised 

for the information security, especially for online 

information security, but still the area is being 

explored. The different approaches have been 

proposed by the various researchers on the basis of 

features extracted.  
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In 1988, Chaum et. al. proposed a protocol  which is 

relied on a single use token method. They presented 

that the user creates blinded e-bank currency note and 

passes it to the bank to be signed using bank public 

key. The bank signs the currency note, subtracts the 

value from the user account, and returns the signed 

currency note back to the user. The user removes the 

blind thing and utilizes it to buy goods from the super 

market. The super market checks the authenticity of 

the bank currency note using the bank public key and 

passes it to the bank where they are verified contrary 

to a list of currency note already used. The amount is 

deposited into the supermarket account, the deposit 

approved, and the supermarket in turn emits the 

merchandise [4]. 

In the year 1995, Glassman et. al. presented a 

decentralized e-payment protocol. They employed a 

type of e-coins and utilize asymmetric encryption 

techniques for all information transactions. Millicent 

is a lightweight and secure scheme for e-commerce 

through the internet. It is developed to support to buy 

goods charging less than a cent. It is relied on 

decentralized validation of e-currency at the seller 

server without any further communication, costly 

encryption, or off-line processing [5].  

In the year 1997, Rivest suggested that there is a 

possibility to reduce the number of messages engaged 

with every transaction. Also, the lottery ticket scheme 

is relied on the assumption that financial agents are 

risk neutral and will be satisfied with fair wagers [6]. 

While in 1998, Foo et. al. proposed a payment scheme 

using vouchers [7]. The e-vouchers can be moveable 

but the direct exchange between purchasers and 

vendors is impossible. As a result, a financial agent is 

needed and this will raise the transactions charges of 

exchange.  

Kim and Lee proposed an efficient and flexible 

protocol [8] in 2003. The presented scheme supports 

multiple merchant payments and prevents 

overspending payment. Moreover, in pay-word 

system, whenever a customer wants to establish 

transactions with each vendor, he has to obtain a 

certificate from a broker and create a series of pay-

words, while a customer is able to make transactions 

with different merchants by performing only one hash 

chain operation. 

In 2004, Lee et. al. [9], proposed an ASEP (Advanced 

Secure Electronic Payment) protocol. They uses ECC, 

SHA (Secure Hash Algorithm) and 3BC (Block Byte 

Bit Cipher) instead of RSA and DES. They shown that 

ASEP protocol has an simple structure and improve 

the performance with the length of session key, byte-

exchange algorithm, bit operation algorithm, and so 

on. From the standpoint of the supply for key, the CA 

(Certificate authority) has only to certify any elliptic 

curve and any prime number for modulo operation, 

the personally identifiable information and security for 

information can be guaranteed over insecure network. 

In the year 2008, Chen-Lee proposed a novel mutual 

authentication protocol using hash function to solve 

remote user authentication. Which is continuing by the 

beneficial assumption of the Peyravian – Zunic 

schemes [10], and the server is not required to 

maintain a security-sensitive table. Their scheme is 

secure under assumption of well-defined tamper-

resistant smart card device, which can prevent the 

hackers from reading the secret messages [11]. 

In 2009, Jian-zhi et. al. [12] transplanted the hyper 

elliptic curve (HEC) system into DSA algorithm. They 

use QuartusII6.0 and FPGA to implement the 

algorithm and generate the system Module. The 

QuartusII6.0 was used to synthesis the system and 

generates RTL and simulated waveform. The digital 

signature system combines HEC and DSA. It inherits 

their securities. It provides high security to check the 

integrality of file and ID distinguish. The presented 

method can solve the problem that how to check 

integrity of the file and signature ID, and it especially 

fit for the internet operation that need identity 

validate. This scheme is based on only digital 

signature algorithm. 

In the year 2009, Subasree et. al. [13] proposed the 

new Public Key Cryptographic algorithm for better 

security with integrity using a combination of both 

symmetric and asymmetric cryptographic techniques. 

It is also called RSA-CRT, because it is used Chinese 

Remainder Theorem [14]. CRT is used for 

Decryption. It is shown that Dual-RSA improved the 

performance of RSA in terms of computation cost and 

memory storage requirements. It achieves parallelism, 

but this one is also taking more time for the encryption 

and decryption. The most remote user authentication 

schemes are designed by presented cryptographic 

techniques. In terms of computational cost, the hash-

function-based scheme is more simple and efficient.  

In the year 2009, Lin and Xie [15] define a method 

based on mutual authentication. This scheme uses 

hash function in the authentication phase. The 

authentication server needs not maintain a verifier 

table to verify the validity of the user login. The 

scheme can achieve mutual authentication. The user 

can change password over public networks. The 

scheme can resist all sorts of attacks, such as replay 

attack, password guessing attack, modification attack, 

impersonation attack, forgery attack, stolen attack and 

denial-of-service attack but not timing attack. 

In 2009, Aboud has discuss an important e-payment 

protocol namely Kim and Lee scheme examine its 

advantages and delimitations, which encourages the 

author to develop more efficient scheme that keeping 

all characteristics intact without concession of the 

security robustness of the protocol [16]. He suggested 

a protocol employs the idea of public key encryption 

scheme using the thought of hash chain and compared 

the proposed protocol with Kim and Lee protocol and 

demonstrates that the proposed protocol offers more 

security and efficiency, which makes the protocol 

workable for real world services.   The protocol is 

divided into three schemes: certificate issuing scheme, 

payment scheme, and redemption scheme. However, 

several e-payment protocols [17] [18] [19] have been 

suggested in the recent past years. Therefore, our 

proposed model is inspiring by the previously 

http://en.wikipedia.org/wiki/Personally_identifiable_information
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proposed technique. We will try to eliminate the 

existing timing attack problem. 

 

3. Background Theory 

3.1. Encryption and decryption algorithm 

Our scheme employs some basic concepts, such as 

one-way hash function, e.g., MD5 [20], or SHA-1 

[21], discrete logarithm problem [22], and Diffie–

Hellman key agreement protocol [23]. The basic 

concepts have been described in the following 

subsections. 

 

3.1.1. One-way hash function 

In public key cryptography, keys and messages are 

expressed numerically and operations are expressed 

mathematically. The private and public key of a 

device is related through the mathematical function 

called the one-way function. One-way functions are 

mathematical functions in which the forward 

operation can be done very easily but the reverse 

operation is so difficult that it is practically 

impossible. In public key cryptography the public key 

is calculated by using private key on the forward 

operation of the one-way function. 

A one-way hash function H: A→B is a function with 

the following properties: 

¶ The one-way hash function H takes a message 

of arbitrary length as the input and produces 

message digest of fixed-length as the output. 

¶ The one-way hash function H is one-way hash 

in the sense that given a, it is very easy to 

compute H (A) = B. However, given b, it is 

hard to compute H−1 (B) = A. 

¶ Given A, it is computationally infeasible to find 

such that A/ ≠ A, but H (A/) = H (A). 

¶ It is computationally infeasible to find any pair 

A, A/ such that A/ ≠ A, but H (A/) = H (A). 

 

3.1.2. Discrete logarithm problem 

Solving discrete logarithm problem is still a hard 

problem. We describe this problem as follows. 

Assume that g is a generator of Z*
p and p is a large 

prime number [22]. Z* is the multiplicative group. 

Consider the following equation: 

J = gj mod p.    (1) 

If we know g, j, and p, it is very easy to compute J. 

However, if we know g, J, and p, it is very difficult to 

solve the equation for j. The difficulty is due to 

factoring prime numbers as that required for RSA 

[24]. The problem of solving Eq. (1) for j is called 

discrete logarithm problem. 

 

3.1.3. DiffieïHellman key agreement 

In 1976, Diffie and Hellman proposed a key 

agreement scheme for making agreement on a session 

key over insecure communication networks [23]. The 

scheme allows two users communicate each other in 

an insecure communication network with the decided 

session key. Its security is based on solving discrete 

logarithm problem. Assume that Alice and Bob are to 

agree on a session key over insecure communication 

networks. The parameters g and p are public. Then, 

they do the following steps to agree on a session key. 

¶ Alice randomly chooses a large number n and 

sends Bob A = Gn mod P. 

¶ In the meantime, Bob also randomly chooses a 

large number m and sends Alice B =Gm mod P. 

¶ After that, Alice and Bob can calculate their 

session key as K = Bn mod P =Am mod P = Gnm 

mod P. 

Without knowing n and m, no one can listen on the 

Alice–Bob channel. To derive n and m, it is discrete 

logarithm problem. 
 
 

4. The Proposed Hybrid ECC & PHAL 

Technique 

4.1. Description of PHAL (Parameterized Hash 

Algorithm ) 

In this section, we described Parameterized Hash 

Algorithm Design Strategy [2] was discovered in 2008 

by P. Rodwald (Military Communication Institute, 

Poland) and J. Stokłosa (PoznaŒ University of 

Technology, Poland). It’s designed to be not only 

secure but also flexible. 

 

4.1.1. Message Padding 

The message (M) has to be padded before hash 

computation begins. The length of padded message 

should be a multiple of m bits. The message is padded 

by appending a zero or greater number of bits ―0‖ 

until the length of the message is congruent to (m-72) 

mod m. Finally, we append 4-bit digest length d 

mod32, then 4-bit length value rounds which defined 

number of rounds and at the end appends original 

message length (mod 264). The message M is then 

divided into k m-bit length blocks M0, M1, . . . , Mk-1. 

 

4.1.2. Iteration Schema 

The number of bits hashed so far (counter) was added 

to increase resistance of hash function to fixed points 

attacks. Random value (salt) increases resistance of 

hash function to attacks which use precomputation 

table generated in advance (message - hash value). 

Number of rounds (rounds) was added to make this 

function more flexible. There is a trade-off between 

performance and security. Small number of rounds 

should be used in systems where performance is most 

important. When security is the most important factor, 

greater number of rounds should be used. More 

security factors connected with parameters salt and 

counter can be found in HAIFA design analysis [3]. 

 

 

4.1.3. Initial Value  

In many hash functions the first 32-bits of the 

fractional parts of the square roots of the first 8 prime 

numbers are taken as an initial value. In PHAL-256 as 

an initial value a balanced vector was chosen. 
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Hamming weight of each word is equal to 16, and 

Hamming weight of each bit position is equal to 4. 

 

 

 

4.1.4. Message Modification 

Each m-bit message block Mi is divided into sixteen 

w-bit words mi (0)… mi (15). Before each round r, 

except the first one 2 ≤ r ≤ round, words are modified 

three times using the following schema. Before the 

first round substitution wi
1 = mi must be done. Before 

the second round substitution wi
2 = wi

1 must be done. 

As a result modified message wi
r is obtained. This 

message is then used in the round function and is used 

as an input for message modification for the next 

round. Both branches BRANCHb, for 0 ≤ b ≤ 1, use 

modified message words with different order σb. Each 

branch uses each message word twice in single round. 

 

4.1.5. Modified Message Word Ordering 

In addition to the fact that an original message is 

modified before computation, each branch has its own 

message order. This was done as an answer to Wang 

at al.'s attacks against RIPEMD family [25]. 

RIPEMD-128/160, due to different message-ordering 

in branches, is still not broken by their attacks. If an 

attacker constructs an intendant differential 

characteristic for one branch, the different word order 

in the second branch will cause unintended differential 

patterns. The order of message words was chosen with 

the conditions: balancedness in upper, lower, left and 

right part. 

 

4.1.6. Constants 

In many hash functions the first thirty-two bits of the 

fractional parts of the cube roots of the first 16/64 

prime numbers are taken as constants. In PHAL-256 

as constants twelve balanced words were chosen. 

Hamming weight of each word is equal to 16, and 

Hamming weight of each bit position is equal to 6. S-

boxes Two S-boxes were generated with the following 

parameters: high nonlinearity (74), balancedness and 

good XOR profile. 

 

4.1.7. One-argument Functions - g 

Functions g1 and g2 output one word with one input 

word. All possible functions g(x) = x ṥ (x n) ṥ (x 

m), for n, m  ɴ{1... 31} and all (232) possible values of 

input vector were investigated. Values of shift 

rotations were chosen from sets satisfying the 

following conditions: 

1. If HW(x) = 1, then HW (g(x)) ≥ 2, 

2. If HW(x) = 2, then HW (g(x)) ≥ 4, 

3. If HW(x) = 3, then HW (g(x)) ≥ 3, 

4. n and m are not divisors of 32, 

5. 4 < n < 28, 4 < m < 28, 

6. |n – m| > 8, 

7. If n is even, then m is odd, 

8. If m is even, then n is odd, 

Where, HW means Hamming Weight. By above 

conditions, functions g1 and g2 were defined. 

 

4.1.8. Chaining Value 

In the most popular hash functions many words of 

chaining variable are not modified in a single step. 

They are just copied. Additionally, output words of 

Boolean functions are used to update only one 

chaining variable. The situation in PHAL-256 is 

different. Each word of chaining variable is modified 

in a single step at least twice: once with message word 

and once with usage of function: g, f or S. 

 

4.2. Elliptic Curves in Cryptography (ECC) 

Elliptic Curve Cryptography (ECC) was discovered in 

1985 by Victor Miller (IBM) and Neil Koblitz 

(University of Washington) as another mechanism for 

implementing public-key cryptography. Public-key 

algorithms create a mechanism for sharing keys 

among large numbers of parties in a complex 

information system. Unlike other popular algorithms 

such as RSA, ECC is based on discrete logarithms 

problem that are much more difficult to challenge at 

equivalent key lengths. 

When using elliptic curves [26] in cryptography, we 

use various properties of the points on the curve, and 

functions on them as well. Thus, one common task to 

complete when using elliptic curves as an encryption 

tool is to find a way to turn information n into a point 

P on a curve E. We assume the information n is 

already written as a number. There are many ways to 

do this, as simple as setting the letters a = 0, b = 1, c = 

2 . . . or there are other methods, such as ASCII, 

which accomplish the same task. Now, if we have E: 

y2 = x3 + Ax + B (mod p), a curve in Weierstrass 

form, (The elliptic curve is given by the Weierstrass 

equation y2 + A1xy + A3y = x3 + A2x
2 + A4x + A6. 

This is specialized with variable changes to the 

equations initially shown) we want to let n = x. But, 

this will only work if n3 + An + B is a square modulo 

p. Since only half of the numbers modulo p are 

squares, we have about only a half chance of this 

occurring. Then, we will try to implant the 

information n into a value that is a square. Pick some 

K such that 1/2K is an acceptable failure rate for 

implanting the information into a point on the curve. 

Also, make sure that (n + 1) K < p. Let xj = nK + j for 

j = 0, 1, 2. . . K – 1. Compute x3j + Axj + B. Calculate 

its square root yj (mod p), if possible. If there is a 

square root, we let our point on E representing m be Pn 

= (xj, yj) If there is no square root, try the next value of 

j [27, 28]. 

So, for each value of j we have a probability of about 

1/2 that xj is a square modulo p. Thus, the probability 

that no xj is a square is about 1/2K, which was the 

satisfactory failure rate [29]. In most common 

applications, there are many real-life problems that 

may occur to destroy an attempt at sending a message, 

like system or electricity failure. Since people accept a 

certain many amount of failure due to uncontrollable 

occurrence, it makes sense that they could agree on an 

acceptable rate of failure for a controllable feature of 
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the process. Though this we will not use that specific 

process in our algorithms [30]. 

As shown in Figure 1, the user A computes a new key 

KA (KBP) by multiplying the user B's public key by 

the user A’s private key KA. The user A encodes the 

message by using this key and then transmits this 

cipher text to user B. After receiving this cipher text, 

the user B decodes with the key KB (KAP), which is 

obtained by multiplying the user A's public key, KAP 

by the user B’s private key, KB. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure: 1. Concept of en/decryption of ECC 

   

Therefore, as KA (KBP) =KB (KAP), we may use these 

keys for the encryption and the decryption. 

 

4.3. Proposed Method 

In that section we described the working of our 

proposed method: 

Suppose that Alice wants to send a signed message to 

Bob. Initially, the curve parameters (q, FR, a, b, 

[DomainParameterSeed], G, n, h) must be agreed 

upon. q is the field size; FR is an indication of the 

basis used; a and b are two field elements that defined 

the equation of the curve; [DomainParameterSeed] is 

a optional bit string that is present if the elliptic curve 

was randomly generated in a verifiable fashion; G is 

an base point of prime order on the curve (i.e., G = 

(xG,yG)); n is the order of the point G; and h is the 

cofactor (which is equal to the order of the curve 

divided by n). 

Also, Alice must have a key pair suitable for elliptic 

curve cryptography, consisting of a private key KA (a 

randomly selected integer in the interval [1, n − 1]) 

and a public key KAP (where KAP = KAG). Let Ln be 

the bit length of the group order n. 

For Alice to sign a message m, she follows these 

steps: 

1. Calculate e = P.HASH (m), where P.HASH is a 

cryptographic parameterized hash function, 

such as PHAL, and let z be the Ln leftmost bits 

of e. 

2. Select a random integer q from [1, n − 1]. 

3. Calculate r = x1(mod n), where (x1, y1) = qG. If 

r = 0, go back to step 2. 

4. Calculate s = q − 1(z + rKA) (mod n). If s = 0, go 

back to step 2. 

5. The signature is the pair (r, s). 

When computing s, the string z resulting from 

P.HASH (m) shall be converted to an integer. Note 

that z can be greater than n but no longer. 

 

4.3.1. Verification Method 

For Bob to authenticate Alice's signature, he must 

have a copy of her public key KAP. If he does not trust 

the source of KAP, he needs to validate the key (I; here 

indicate the identity element): 

1. Check that KAP is not equal to I and its 

coordinates are otherwise valid. 

2. Check that KAP lies on the curve. 

3. Check that nKAP = I. 

After that, Bob follows these steps: 

1. Verify that r and s are integers in [1, n − 1]. If 

not, the signature is invalid. 

2. Calculate e = P.HASH (m), where PHAL is 

the same function used in the signature 

generation. Let z be the Ln leftmost bits of e. 

3. Calculate w = s − 1(mod n). 

4. Calculate u1 = zw (mod n) and u2 = rw(mod 

n). 

5. Calculate (x1, y1) = u1G + u2KAP. 

6. The signature is valid if r = x1(mod n), 

invalid otherwise. 

Note that using Straus's algorithm (also known as 

Shamir's trick) a sum of two scalar multiplications u1G 

+ u2KAP can be calculated faster than with two scalar 

multiplications. 
 

5. Simulation Results, Analysis, and 

Performance Evaluation 

 
Cryptography is used to achieve few goals like 

Confidentiality, Data integrity, Authentication etc. of 

the communicated data. In order to achieve these 

goals, various cryptographic algorithms have been 

developed by various people in the past years. To 

achieve these goals, we also proposed a new 

algorithm, which is composite of ECC and PHAL 

algorithm and provides better performance in 

comparison to the existing methods.  

 

5.1. The Composition of ECC with PHAL 

In this paper, we proposed the hybrid of ECC and 

PHAL, instead of RSA and SHA. ECC is faster than 

RSA for signing and decryption, but slower than RSA 

for signature verification and encryption. New 

iteration schema in PHAL has additionally provided 

few desirable properties: maintaining the collision 

resistance of the compressions function, increasing the 

security of iterative hash functions against pre-image 

attacks.  

 

 

 

 

 

 

 

Select factor 

              a, b (y2 = x3 + ax + b) 

              p: prime number, P: Point 

User A 

Private key: KA 

 

 

User B 

Private key: KB 

 

KAP    KBP 

Public key 

of A and B 
encryption 

decryption 

key 

KA (KB P) 

encryption 

decryption 

key 

KB (KA P) 

 

http://en.wikipedia.org/wiki/Alice_and_Bob
http://en.wikipedia.org/wiki/Alice_and_Bob
http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/SHA-1
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Table 1:  A comparison for encryption time 

Unit: µs 
 

         Method of  

key          encryption 

size 

RSA ECC 

(F2
m) 

 

RSA & 

SHA 

ECC & 

PHAL 

5 0.05 0.05 0.0025 0.0012 

10 0.54 0.20 0.0051 0.0025 

15 1.34 0.29 0.0076 0.0038 

20 2.55 0.38 0.0102 0.0051 

25 4.33 0.42 0.0130 0.0064 

50 5.53 0.85 0.0256 0.0128 

 

 

Table 2:  A comparison for decryption time 

Unit: µs 
         Method of  

key          decryption 

size 

RSA ECC 

(F2
m) 

 

RSA & 

SHA 

ECC & 

PHAL 

5 0.11 0.03 0.0024 0.0012 

10 0.55 0.04 0.0050 0.0025 

15 1.20 0.04 0.0076 0.0038 

20 3.08 0.04 0.0102 0.0051 

25 6.21 0.05 0.0129 0.0064 

50 8.06 0.05 0.0256 0.0129 

 

We will compare the performance of our proposed 

hybrid of ECC-PHAL with RSA, ECC and SHA. The 

results of the encryption and decryption times are 

shown in Tables 1 and 2 respectively, which indicates 

that encryption and decryption time of our proposed 

method is much less than those of RSA, ECC and 

SHA. 

 

5.12 Experimental Results and Analysis 

In this section, we will show that the proposed new 

method give better result. In our security technique, 

timing attack as well as brute-force attacks are not 

possible. ECC combined with PHAL Encryption 

makes it ideal for applications such as encrypting cell-

phone calls, credit card transactions, and other 

applications where memory and speed are an issue. 

The encryption and decryption time is very less in 

comparison to the existing techniques. The graph 1 

and 2 as shown below represents the comparison of 

encryption time and decryption time for our proposed 

method with RSA, ECC RSA-SHA. 
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Graph 2: Decryption time 

 

The results show that the proposed method speeds up 

the encryption process by reducing communication 

traffic for transmission, and simplifying the dual 

signature. In addition, the security for information is 

strengthened which prevents session keys from being 

intercepted from attackers on the network.  

Additionally, digital signature properties of this 

mechanism ensure the non-repudiation of origin for 

the whole messages exchange. 

Data can be secured and protected against any outer 

theft and tampering, especially when data is being sent 

between branches, through the encryption and 

decryption using ECC and PHAL algorithm. Pre-

shared keys are the simplest authentication method to 

implement and permit two branches communicate 

with each other in private, and their private key should 

exist the same and never given out. 

 

6. Conclusion 

This article proposed new protocol for advanced 

encryption / decryption using ECC & PHAL with the 

latest technology. The proposed data encryption / 

decryption technique employees ECC and PHAL 

algorithm instead of RSA and SHA used in the 

existing cryptography techniques. The results show 

that the proposed method speeds up the encryption 

process by reducing communication traffic for 

transmission, simplifying dual signature. In addition, 

the security for information is strengthened. PHAL 

family looks resistant against existing attacks, in 

particular against Wang at al.'s attacks [31]. Three 

rounds seem to be optimal trade-off between security 

and performance. The design shows how the network 

can be more secure by encrypting the sending data 

using combination of ECC and PHAL between user to 

server and server to user. The anonymity and security 

for information can be guaranteed over 

communication network. The purpose of network 

security is to provide availability, integrity, and 

confidentiality. Thus, the main objective of encryption 

and decryption is to prevent outsiders (hackers) from 

interfering with messages sent among hosts in the 

network, and to protect the privacy and integrity of 

messages going through untrusted.  
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